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1. Overview

GTW361 is a 4G industrial-grade loT outdoor gateway from Geniatech. It adopts industrial standard chip structure
design and open system architecture, which is convenient for access and customization of third-party platforms.
Support multi-protocol convergence, easy to realize industrial equipment data collection and equipment remote
maintenance. Support 4G, WiFi, Ethernet and other network access. Support ZigBee, BLE, ZWave, LoRa and other

mainstream loT connections. Unique software algorithm to achieve safe and reliable network communication.

2. System burn-in

System burn-in requires removing the top cover of the case and following the steps below to perform the burn-in.

2.1 Prerequisites

Both ends are male USB burn-in cable
Host PC (64-bit support only)
GTW361 Equipment

12V power supply

2.2 Download burn-in firmware & tools

Download the yocto system image file from the following website:
Please contact the staff

Room 02-04, 10/F, Block A, Building 8, Shenzhen International Innovation Valley, Dashi Road,
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Download the Driver from below website:

https://www.driverscape.com/download/hid-compliant-vendor-defined-device

2.3 Switching the motherboard to burn-in mode

Set the dial switch: -Mainboard 1-OFF  2-ON; 1-OFF 2-ON 3-ON  4-OFF
Carrier board 1-OFF 2-OFF

- .

2.4 PC identification GTW361

Connect the computer to the GTW361 with the two-pronged common USB burn-in cable, then connect the Type-c
power supply. Check the device driver loaded in Device Manager.

Room 02-04, 10/F, Block A, Building 8, Shenzhen International Innovation Valley, Dashi Road,
Nanshan District, Shenzhen, Guangdong, China
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- Dizk drives

[ Display adapters
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Lm HID-compliant vendor-defined device I
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=0 |IDE ATASATAP| controllers
=2 Keyboards
LQ Mice and other pointing devices
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2.5 Burning steps

Unzip imx6ull-yocto_RNU190830-gtw361_hwV1.1 20220812024956.tar.gz, go to the directory and type cmd, under

the cmd status bar type uuu uuu.auto, enter

B BES: C\Windows\System32\cmd.exe
f1, Wi (] 0. 0.1

L L. autog
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2.6 Burningiin

Bl SES: C\Windows\System32\cmd.exe - uuu uuu.auto — O >

3. System Testing

3.1 Access System

3.1.1 Serial Port Tools
Using the included serial board cable, connect the usb port to the computer and the 4Pin waterproof airline
connector to the case, open the serial port tool (Putty/ttermpro, etc.), set the baud rate to 115200.

If you are prompted for the system password, enter root to enter the system

1oen
=y
= £l
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Tera Term: Serial port setup

pore — ok |
0K
Baud rate: 115200 ~

Data:

8 bit NEP i. stro 4.14-sumo imxéullld k ttymxcl

Parity: none ~

Stop: 1 bit

Flow control: none

4-sumo imx6ullld.

S ast logi a 56 UIC 1970 of ¥7
|—l] msecfline i % e e

Transmit delay

o ‘ msecichar

@imxEulllix:

3.1.2 Remote Control

The computer needs to be on the same LAN as the GTW361, query the IP address obtained by the device through the
serial command ifconfig, and set the IP address obtained by the query Address and use SSH to connect via a serial tool
(putty/TeraTerm, etc.).

Protocol: SSH2

Username: root

Password: no
New Session Wizard >

What is the name or IF address of the remote host?

The user name can be left blank.

Hostname: | 192.168.6.101

Port: 22 .

Firewall: Maone V]

Username: | fDUﬂ |

< E—25(B) | F—2(N) = Bis

+" 192.168.6.101 [E3 4
root@imxeul [14x1devk:~# A
root@imxeull14x1devk:~#

root@imxeul 114x1devk~#
root@imxoullldxldevk:~#
root@imxeullldxldevk:~# ||
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3.2 WiFi

Connection is made via terminal commands. The connection command, as follows:
nmcli dev wifi rescan
nmcli dev wifi list
nmcli dev wifi con salen password 11111111
nmcli dev wifi con TP-LINK_20EE
nmcli dev status
nmcli con show
nmcli dev dis wlan0
nmcli con del Xiaomi_B5EF5G

¥ ainm6u11;4x14

cannin

C
6

rot@imxeulll4xld
N-TSE D

~§ Wl_run

ot@imxéullldxld
thd Link emn

ineté addr
TE L
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Nanshan District, Shenzhen, Guangdong, China
Emai: support@geniatech.com  Tel: (+ 86) 755 86028588 6



mailto:support@geniatech.com

Geniqtech Shenzhen Geniatech Inc.., Ltd.

3.3 Ethernet

Plug the cable into the network port (bit number J6/J8) and check to get the IP address & ping Baidu without any
abnormality by the command: ifconfig.

ethi Link enca
inet ad 3
ineté ads - = 4T cope:Link
Metric:l

620 {26.9 KiB) To
Link encap:Local Loopback
inet addr:

ineté addr:

frame:0
0 carrier:0

wWlanl

carrier:0

0 KiB)

k:~# ping baidu.com
156.66.10 i b

.86.10): icmp seq=Z
SCE 34 idx: 0O
-156.66.10 56.66.10): icm
06.66.10 (39.156.66.10): icm

——— bajdu.com ping statistica --—
transmitted, 4 r iver 0% packet 1 time 7040ms
/max,/mdev 2 .

deygl s ~8

3.4 LTE Module

SIM card should be connected with the SIM card notch facing outward, and does not support hot-swapping,
please insert the SIM card before the device is powered on. After power on, wait for about 2Min, command:
ifconfig, check the generated PPP0O node and Ping Baidu

Room 02-04, 10/F, Block A, Building 8, Shenzhen International Innovation Valley, Dashi Road,
Nanshan District, Shenzhen, Guangdong, China
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on3:0 txgueuelen:10
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inet addr
inetfs addr:

Local Loopback
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wlanl
MULTI
Brrors
Br 0 d
txqueuelen:10
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3.5RTC

Terminal input command:

date-s “2022-11-1018:18:00”  //Write RTC time
hwclock -w  //RTC time written to hardware clock
hwclock -r or date  //Read RTC time

_Write time
the rtc time, time i3 166810

write
write
wWrite
_Write iZc write
wWrite iZc write
rtc_aml8o! 2C- WELLE
rtc aml !c write 52
rtc_aml 2C Write
written

00 seconds

3.6 LoRa 868MHz

Configure the Lora server and register the gateway and devices, Access to the device LoRa server page
3.6.1 Get the computer and the device on the same LAN, open a browser, then type: https:// box IP : 8080 (username:
admin password: admin) Example: http://192.168.1.120:8080

192.168.1.12

NERE

. 9= & (PEE. M Gmail  f Apache Meter- T 3 (jmeter: EZAM.

ChirpStack Login

Room 02-04, 10/F, Block A, Building 8, Shenzhen International Innovation Valley, Dashi Road,
Nanshan District, Shenzhen, Guangdong, China
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3.6.2 Login and go to the Dashboard page.

Q Search organization, application, gateway or device

Dashboard

f
Dashboard
2= Network-servers
@®  Gateway-profil 5 % 5 <
W | Salewaypiolles Active devices Active gateways Device data-rate usage
Ba  Organizations
e — —everscen m nache At — 0R0

All users
@, APlkeys
chirpstack -
A Org. dashboard
2 orgusers
@, 0rg. APl keys

Gateways

Service-profiles

Deviceprofiles

it

Gateways —|

£

Applications

A Multicast-groups

3.6.3 Click on the "network-servers" screen, click on ADD and add a generic network service.
Network-server name :Network server name; (user-defined)

Network-server server: Network server IP and port; (default: localhost:8000)
After completing, click "ADD NETWORK-SERVER".

= @ ChirpStack Q, Search organization, application, gateway or device @ O amn
L. Dashboard
Network-servers / Add
E Network-servers
@  Gateway-profiles
GENERAL GATEWAY DISCOVERY  TLS CERTIFICATES

B3  Organizations

Ne rver name
2 All users lora-gateway

Aname to identity the network-server
Q,  APlkeys

Network-server server *

localhost:8000|
chirpstack b4

The ‘hostname:port of the netwar

L. 3 Org. dashboard
ADD NETWORK-SERVER

B 0rg. users

Q,  Org. APlkeys

3.6.4 Add configuration Service-profiles,Fill in the following configuration.
Service-profile name: the name of the service profile; (user-definable)
Network-server: select the network server added in the previous step; (user-definable)
Add gateway meta-data: Allow NS to send gateway meta-data to the application server
Click CREATE SERVICE-PROFILE after filling in the fields.

Room 02-04, 10/F, Block A, Building 8, Shenzhen International Innovation Valley, Dashi Road,
Nanshan District, Shenzhen, Guangdong, China
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@ ChirpStack Q. Search organization, application, gateway or device ® O amn

Service-profile name *

e Dashboard lora-server
Aname to igentify the se
E Network-servers
Network-server *
@  Gateway-profiles lora-gateway -
The network-server on which this service-profile will be provisioned. After creating the service-profile, this value can't be changed
B Organizations
B4 Add gateway meta-data
2 All users 8 9 Y
GW metadata (
Q,  APlkeys
chirpstack -

hat you need to have gateways supporting the

f 0rg. dashboard

2 Org. users

Frequency to initiate an End-Device status request (request/day). Set to 0 to disable.

A O ARlers Minimum allowed data-rate
= . . 0
a Service-profiles
Minimum allowed data rate. Used for ADR:
3= Device-profiles

Maximum allowed data-rate *

0

@  Gateways
Maximum allowed data rate: Used for ADR
Applications
[] Private gateways
N Multicast-groups

Gateways under this service-profile are private. This means that these gateways can only be used by devices under the same service-profile

CREATE SERVICE-PROFILE

[ 2) ChirpStacR Q, Search organization, application, gateway or device

F .3 Dashboard

Service-profiles + CREATE

o
o= Network-servers

@  Gateway-profiles

Name Network Server
i3] Organizations

lora-server
)] All users

Rows per page: 10 110f1

Q,  APlkeys
chirpstack -

F . 8 Org. dashboard

R 0rg. users

£

Org. APl keys

Service-profiles

3= Deviceprofiles
@  Gateways
Applications

N Multicast-groups

3.6.5 Adding a configuration device-profile

Click on "Create" on the "Device-profiles" page.

Fill in the following configuration.

Device-profile name: The name of the device profile. (User-defined)

Network-server: Select the network server created before.

LoRaWAN MAC version: select LoRaWAN protocol version, 1.0.2 is recommended (you cannot select 1.1.0, this toolkit
is not supported).

LoRaWAN Regional Parameters revision: Select A.

Room 02-04, 10/F, Block A, Building 8, Shenzhen International Innovation Valley, Dashi Road,
Nanshan District, Shenzhen, Guangdong, China
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(/(5\ ChirpStack Q, Search organization, appiication, gateway or device

E Dashboard

Device-profiles / Create

=
= Network-servers

@  Gateway-profiles
GENERAL JOIN (OTAA / ABP) CLASS-B CLASS-C CODEC TAGS

B Organizations

Device-profile name *

s All users lora-device
A name to identify the device-profile.
@, APlkeys
Net Vel
lora-gateway -
ehimstack - The s device-profile will be provisioned. After creatin evice-profile, this vaiue can't be changed
f  Org. dashboard LoRaWAN MAC version
1.0.2 -
s Org. users The LoRaWAN MAC version supported by the device
LoRaWAN Regional Parameters revision
Q,  0rg. APlkeys A
- = Revision of the Regional Parameters
2= Senviceprofiles evision of the Regional Paramete

ADR alg
= Device-profiles 4

The ADR algorithm that will be used for controlling the device data-rate.

@  Gateways
Max EIRP*
Applications 0

Maximum EIRP supported by the device.

N Multicast-groups
Uplink interval (seconds) *

The expected interval in seconds in which the device sends uplink messages. This is used to determine if a device is active

3.6.6 In the second column, configure the network access method of the node, and check the box "Device supports
OTAA".

& &3 ChirpStack

#® Dashboard em—mee |

Device-profiles / lora-device ‘ W DELEYE |
= Network-servers
@  Gateway-profiles

GENERAL JOIN (OTAA / ABP) CLASS-B CLASS-C CODEC TAGS
fa  Organizations
Device supports OTAA

a2 All users
Q,  APlkeys UPDATE DEVICE-PROFILE
chirpstack -

o Org. dashboard

2 Qrg. users

Q,  Org. APl keys
a= Service-profiles
Er Device-profiles

@  Gateways
Applications

N Multicast-groups

Click CREATE DEVICE-PROFILE to complete the creation.

3.6.7 Adding a Configuration Gateway

Go to the Gateways page and click CREATE.

Fill in the following configuration.

Gateway name: Gateway name; (user-definable)

Gateway description: Gateway description; (user-definable)

Room 02-04, 10/F, Block A, Building 8, Shenzhen International Innovation Valley, Dashi Road,
Nanshan District, Shenzhen, Guangdong, China
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Gateway ID:Gateway ID(you can see it in the output information of the gateway; terminal input: cat

Jusr/share/lora_sx1302/global_conf.json)

€ (/3 hirpStack

fr  Dashboard
Gateways / Create
B Network-servers
@®  Gateway-profiles
GENERAL TAGS METADATA
B Organizations
All users lora-gateway
Q,  APlkeys

test
chirpstack -
A Org. dashboard
. atema
2 Og.users 9a45dcffee3 1464 M C
Q,  Org. APIkeys e
lora-gateway %
2= Serviceprofiles kit
I Deviceprofiles T—
lora-server -
@  Gateways

Applications

N Multicast-groups

[ Gateway discovery enabled

0

Click "CREATE GATEWAY" to complete the creation.

3.6.8 Adding a configuration terminal

Enter the "Applications" screen and click "Create".

Application name: Application name; (user-definable)
Application description: Application description (user-definable)
Service-profile: Select the service profile created earlier.

Room 02-04, 10/F, Block A, Building 8, Shenzhen International Innovation Valley, Dashi Road,
Nanshan District, Shenzhen, Guangdong, China
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N "
& ChirpStack
#® Dashboard
Applications / Create
B Network-servers
@  Gateway-profiles
Application name *
B1  Organizations terminal
The name may only contain words, numbers and dashes
2 All users
Application description *
Q,  APlkeys test
Service-profile*
chirpstack g lora-server e

The se

rofile to which this application will be attached. Note that you can't change this value after the application has been create

P 1 0rg. dashboard

5 CREATE APPLICATION
2 0Org. users

Q,  Org. APl keys
&= Service-profiles
= Device-profiles
@  Gateways
Applications

N Multicast-groups

Click CREATE APPLICATION to complete the creation.

3.6.9 Click on the created application and click Create to create the terminal device; before that, please get two
properties of the terminal device: "Device EUI" and "Application key".

< (P ChirpStack

® Dashboard SRENTE
Applications +

B2 Network-servers
@  Gateway-profiles

D Name Service-profile Description
B Organizations

2 lora-server test
iy All users

Rows perpage: 10 = 1-10f1

Q,  APlkeys perpag
chirpstack -

& Org. dashboard

2 Org. users

F

Org. APl keys

Service-profiles

=r

= Device-profiles
@  Gateways
Applications

N Multicast-groups

Room 02-04, 10/F, Block A, Building 8, Shenzhen International Innovation Valley, Dashi Road,
Nanshan District, Shenzhen, Guangdong, China
Emai: support@geniatech.com  Tel: (+ 86) 755 86028588 14



mailto:support@geniatech.com

Geniatech Shenzhen Geniatech Inc,, Ltd.

2 ChlrpStack 0 zation, applic
& Dashboard =
Applications / terminal ‘ B DELETE ‘
o=
= Network-servers
@ Gateway-profiles DEVICES APPLICATION CONFIGURATION INTEGRATIONS
B Organizations
> All users
Q,  APlkeys
Last seen Device name Device EUI Device profile Link margin Battery
chirpstack -

Rows per page: 10 « 0-00f0

F. 1 Qrg. dashboard

- Org. users

Q,  Org. APlkeys
a= Service-profiles
= Device-profiles
@ Gateways
Applications

N Multicast-groups

Device name:Device name;(user-definable)
Device description:Device description;(user-defined)
Device EUl:Please get it from the terminal device.

Device EUl:Select the previously created device profile.

2\ .
= @ ChlrpStack Q. Search org ation, application, g
- Dashboard
Applications / terminal / Devices / Create
o
o Network-servers
@  Gateway-profiles
GENERAL VARIABLES TAGS

B2 Organizations

Device name ™
- All users lora_scan

The name may only contain words, numbers and dashes
Q,  APlkeys

Device description *

geniatech
chirpstack -

Device EUI *
& Org. dashboard 35343531753759 04 MSB e
- Qrg. users Device-profile *

lora-device -
Q,  Org. APl keys

_ ) X [C] Disable frame-counter validation

a= Service-profiles

Note that disabling the frame-counter validation will compromise security as it enables people to perform replay-attacks.
£ Device-profiles

[[] Deviceis disabled
() Gats
(:\) slenays ChirpStack Network Server will ignore received uplink frames and j sts from disabled devices.

Applications
CREATE DEVICE

Y Multicast-groups

Click "CREATE DEVICE" to complete the creation.

3.6.10 Application key: Please get it from the terminal device.

Room 02-04, 10/F, Block A, Building 8, Shenzhen International Innovation Valley, Dashi Road,
Nanshan District, Shenzhen, Guangdong, China
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C@ ChirpStacR Q, Search organization, application, gateway or device

e Dashboard

Applications / terminal / Devices / lora_scan ‘ W DELETE |
&= Network-servers
@  Gateway-profiles DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
Bm  Organizations
P All users Application key *

e082 4f 7e ef 3¢ 27 f1 f8 b4 60 21 ¢8 03 62 07 MSB c |_|:| o

A, APlkeys For LoRaWAN 1.0 devices. In case your device supports LoRaWAN 1.1, update the device-profile first
chirpstack b

SET DEVICE-KEYS

- Qrg. dashboard
& 0rg. users

0Org. APl keys

2

Service-profiles

13
TI-!-

Device-profiles
@  Gateways
Applications

N Multicast-groups

0,;3 ChirpStack Q, Search organization, application, gateway or device

& Dashboard

Applications / terminal / Devices / lora_scan ‘ W DELEIE |

B2 Network-servers
@  Gateway-profiles DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
B2  Organizations
2 Allusers Details Status
Q,  APlkeys

Name lora_scan Last seen at never
chirpstack -
e Description geniatech State enabled
. 0Org. dashboard

Device-profile lora-device

2 Org. users

Q,  Org. APlkeys
a= Service-profiles
3z Device-profiles
@  Gateways
Applications

N Multicast-groups

3.6.11 When you are done adding, click LORAWAN FRAMES.

Data Communication

1.UPLINL

The terminal can send data such as network access information, and the received data is displayed on the screen.

2. Downlink

Select "DETAILS" and fill in the device port in "Enqueue downlink payload". As shown below, you can get it from the
UPLINK data.

Note:

The transferred data needs to be Base64 encoded

If the port is incorrectly filled, the end device will not be able to receive the data.
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Applications / geniatech / Devices / test0325 B oueTe
COMNFIGEURATION NEVS (OTRA ACTIVATICN LIVE DEVICE DATA LIVE LDSAWAN FRAMES
|
@ HELP 11 muuse # DOWNLOAD B cuesm
DOWNLINK 11:19:53 AM UnconfirmedDatabonn  00%eb1c3 v
UPLINK 111952 AM ConfirmedDatalip oot lcd v
3.7 RS232

3.7.1 Prerequisites:

® USB to RS232 conversion cable
® Host PC (64-bit support only)
® Serial tool (termpro)

3.7.2 Hardware connection: Connect the 232 (under bit number: J13) on the motherboard to the PC via USB to 232.

pins 2/3/5 of USB to 232 are connected to the 232 on the motherboard according to 3/2/5 respectively.
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3.7.3 Terminal operation

Terminal output:
minicom -s //Set the port number and baud rate

[k

U W OW W W W JW

U

E=]

Serial D
file L

115200 BNl
Ho

LU T BT i T T T

=]

3.7.4 After the setup is complete.

save setup as dfl

Exit

Enter the Receive Command window, which will display the data sent by the terminal.

For example, if you open the 232 COM port, enter any value (e.g. 11111) in the minicom interface, the 232 COM port
will receive 11111; enter any value (e.g. 22222 ) in the 232 COM port, the serial port should receive 22222
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¥
=
File Edit Setup Control Window Help
E to minicom 2.7.]

I1&8n

33 CTRL-A Z for help on special keys

M COMT:115200baud - Tera Term VT
File Edit Setup Control Window Help

3.8 RS$485

3.8.1 Prerequisites:

® USB to RS485 conversion cable
® Host PC (64-bit support only)
®  Serial tool (termpro)

3.8.2 Hardware connection: Connect the 485 (bit number: J13) on the motherboard to the PC via USB to 485. pins 1/2/5
of USB to 485 are connected to the 485 on the motherboard according to 2/1/5 respectively.
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3.8.3 Terminal operation:
Terminal output:
minicom -s //Set the port number and baud rate

LY

LU T T T

LI T O T

u oo

Lockfile Location
Callin Program

J

3.8.4 After the setup is complete, the Enter the Receive Command window, which will display the data sent by the
terminal. For example, if you open the 485 COM port, enter any value (e.g., 11111) in the minicom interface, the 485

COM port will receive 11111; enter any value (e.g., 22222) in the 485 COM port, the serial port should receive 22222
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Welcome to minicom 2.7.]

4 COM10:115200baud - Tera Term VT

File Edit Setup Control

3.9 Relay&GPIO

3.9.1 Terminal input command:

i2cset -f -y 1 0x20 0x02 0x00 b
i2cset -f -y 1 0x20 0x06 0x00 b
i2cset -f -y 1 0x20 0x06 0x01 b
i2cset -f -y 1 0x20 0x06 0x02 b
i2cset -f -y 1 0x20 0x06 0x04 b
i2cset -f -y 1 0x20 0x06 0x08 b
i2cset -f -y 1 0x20 0x06 0x10 b
i2cset -f -y 1 0x20 0x06 0x20 b
i2cset -f -y 1 0x20 0x06 0x40 b
i2cset -f -y 1 0x20 0x06 0x80 b
i2cset -f -y 1 0x20 0x06 Oxff b

Window Help

//All bytes are low, multimeter measures OV

//The Oth byte is pulled high and measured around 3.3V by multimeter
//The 1th byte is pulled high and measured around 3.3V by multimeter

//The 2th byte is pulled high and measured around 3.3V by multimeter

//The 3th byte is pulled high and measured around 3.3V by multimeter
//The 4th byte is pulled high and measured around 3.3V by multimeter

//The 5th byte is pulled high and measured around 3.3V by multimeter
//The 6th byte is pulled high and measured around 3.3V by multimeter
//The 7th byte is pulled high and measured around 3.3V by multimeter
//All bytes are high, multimeter measures 3.3V

The bytes correspond in order, as shown in the following figure:

R R ™
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3.9.2 Relay terminal input command:

i2cset -f-y 1 0x20 0x03 0x30 b //relayl and relay2 are both on
i2cset -f -y 1 0x20 0x03 0x00 b //relayl and relay2 are both closed
Remark: Relays open or close with a tick or a tock

3.10 USB Interface

3.10.1 USB interface through the carrier board dialing to achieve different functions, set the dialing switch:
1-ON 2-ON, USB interface normal function interface
1-OFF 2-OFF, USB The interface is a burn-in function

3.10.2 Insert the USB stick and enter the terminal command:
df-h  //View the USB drive mount path

root@imxfulllixlievik: ~§

otaunpack test.mpd

3.11 TF Card

Insert the TF card and enter the command at the terminal:
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df-h  //View TF card mount path

BAddh LAk

g T

3.12 Reboot

System restarts with a short press of the SW2 button; the serial port reprints the information
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